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AbstractThe relevance of the topic is due to the unprecedented aggravation of military-political risks inEurope and the need to rethink the security architecture of the European Union in the context ofthe Russian-Ukrainian war. The EU is faced with the challenge of strengthening collective defense,integrating defense-industrial chains, and increasing resilience to hybrid and cyber threats. Thepurpose of the research is to investigate the current state and trends in the renewal of the Europeansecurity system, to identify ways of its adaptation to new threats and institutional developmentdirections until 2030. The methodological basis of the study is the analysis of official statisticaldata and reports of the European Defence Agency (EDA), NATO, the Stockholm International Peace
Research Institute (SIPRI) and Eurostat, as well as a comparative analysis of analytical documents of the
European Commission, European Parliament and EUISS. The results obtained indicate a steady increasein defense spending of EU member states, deepening industrial cooperation and the transition to anintegrated security management model. It was found that after 2022, the pace of investment in defenseand R&D almost doubled, and the volume of joint procurement and coordination initiatives expandedsignificantly. It has been proven that the effectiveness of existing collective security mechanismsincreases due to the combination of strategic planning and financial integration, although technologicalinteraction still remains uneven. The practical significance of the research lies in identifying specificareas for increasing the resilience of the European security system to hybrid, energy, cyber andinformation threats, which can be used to improve policies within the framework of the White Paper
for European Defence – Readiness 2030.
Keywords: European security; EU defense policy; strategic autonomy; collective resilience; hybrid threats;cybersecurity.
JEL: F50; F52; H56; O38.
ResumenLa relevancia del tema se debe al agravamiento sin precedentes de los riesgos político-militaresen Europa y a la necesidad de replantearse la arquitectura de seguridad de la Unión Europea en elcontexto de la guerra entre Rusia y Ucrania. La UE se enfrenta al reto de reforzar la defensa colectiva,integrar las cadenas industriales de defensa y aumentar la resiliencia frente a las amenazas híbridasy cibernéticas. El objetivo de la investigación es estudiar la situación actual y las tendencias en larenovación del sistema de seguridad europeo, con el fin de identificar formas de adaptarlo a las nuevasamenazas y las orientaciones de desarrollo institucional hasta 2030. La base metodológica del estudioes el análisis de datos estadísticos oficiales e informes de la Agencia Europea de Defensa (AED), laOTAN, el Instituto Internacional de Estudios para la Paz de Estocolmo (SIPRI) y Eurostat, así comoun análisis comparativo de documentos analíticos de la Comisión Europea, el Parlamento Europeo yel EUISS. Los resultados obtenidos indican un aumento constante del gasto en defensa de los Estadosmiembros de la UE, una profundización de la cooperación industrial y la transición hacia un modelointegrado de gestión de la seguridad. Se constató que, después de 2022, el ritmo de inversión endefensa e I+D casi se duplicó, y el volumen de iniciativas conjuntas de adquisición y coordinación seamplió significativamente. Se ha demostrado que la eficacia de los mecanismos de seguridad colectivaexistentes aumenta gracias a la combinación de la planificación estratégica y la integración financiera,aunque la interacción tecnológica sigue siendo desigual. La importancia práctica de la investigaciónradica en identificar áreas específicas para aumentar la resiliencia del sistema de seguridad europeofrente a las amenazas híbridas, energéticas, cibernéticas y de información, que pueden utilizarse paramejorar las políticas en el marco del Libro Blanco de la Defensa Europea: Preparación 2030.
Palabras clave: Seguridad europea; política de defensa de la UE; autonomía estratégica; resiliencia colectiva;amenazas híbridas; ciberseguridad.
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Adaptation of the European Security System to New Military-political Realities

1. INTRODUCTIONThe issue of the functioning of the European security system has become particularlyrelevant in connection with the escalation of military-political risks on the eastern bordersof the European Union, hybrid threats and the transformation of the global strategicenvironment. The full-scale aggression of the Russian Federation against Ukraine was aturning point that radically changed the European concept of security, prompting EU memberstates to review their approaches to defense cooperation, defense financing and politicalconsolidation. The major institutional achievement in this reorganisation was the introductionof the Strategic Compass of Security and Defence in March 2022. The Strategic Compassestablished specific targets on how to build greater capacities in EU crisis management,support defence capacities, become more resilient to hybrid threats and deepen partnerships.It made the political shock of the war a road map of operation and it was the first attempt todescribe the assessment of the threat and coordinated defence response in the EU framework.The EU, which has long viewed security primarily through the prism of diplomacy, economicstability, and soft power, is now building a new defense paradigm that places collectiveresilience, industrial integration, and cyber defense at the forefront (European Commission &High Representative, 2025).One should make a distinction between the intergovernmental and supranational aspectsof the EU security governance. The Common Security and Defence Policy (CSDP), which isgoverned by Title V of the Treaty on European Union, is predominantly intergovernmental innature, that is, the strategic decision-making in the military domain is taken by the MemberStates in the framework of the Council and needs the political consensus. In comparison, theincreased involvement of the European Commission in defence affairs is not the result ofmilitary competence but rather the supranational power of the industrial policy, budgetarytools and regulation of the internal market. The use of instruments like the European DefenceFund (EDF) and EDIRPA hence represent an industrial and economic aspect of securityintegration as opposed to the relocation of military sovereignty to the supranational plane.This difference is analytically critical to the establishment of the structural change in theEuropean security architecture.A review of current scientific literature shows that the topic of European security is beingactively developed in the works of leading European researchers. In particular, Anghel andDamen (2025) analyze the dilemmas of the EU’s strategic autonomy and outline the risksof dependence on external partners in the field of defense. Scazzieri (2025) emphasizes theneed to create a coordinated “European defense leap” that would ensure a rapid responseto military threats. Mueller (2025) and Mejino-López and Wolff (2024) point to the needto strengthen the defense-industrial base as a foundation for the sustainable provision ofthe EU’s strategic needs. At the same time, Hofmann (2025) considers the development of acommon security culture as a crucial factor in increasing political cohesion and trust betweenmember states.Despite the availability of a significant amount of studies, there are still “blank spots” inthe functioning of the European security system. This primarily concerns the comprehensiveanalysis of the relationship between structural integration, defense-industrial cooperationand increased resilience to hybrid and cyber threats. The issues of the effectiveness ofexisting collective security mechanisms, the institutional role of the European External Action
Service (EEAS), the impact of military-industrial initiatives on the European economy, andthe coherence of political decisions within the Common Foreign and Security Policy (CFSP)
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also require further consideration. The scientific novelty of the study lies in the attempt tosystematically combine statistical analysis of defense spending with a qualitative assessmentof trends in the transformation of security strategies and institutional interaction within theEU. The theoretical approach of the research is based on the theory of Europeanintegration, strategic autonomy, and security governance. Specifically, the analysis relies onneo-functionalism that elucidates integration as a spillover effect of economic to politicaland security spheres and liberal intergovernmentalism that focuses on the use of strategicinterests of member states in developing common policies. The paper also uses the conceptof Integrated Security Governance, which suggests that the modern security regime isdeveloped on the basis of the interaction between supranational governmental entities,the national government, and transnational industry networks. The institutional adaptationtheory perceives the transformation of the EU security architecture post 2022 through theprism of organizational adaptation theory, according to which a crisis is seen as an engineof structural and policy innovation. Based on this theoretical synthesis, one can have asystematic insight regarding the effect of a military-political shock triggered by acceleratingintegration processes, transforming the defense-industrial relations, and reinterpreting thebalance between national sovereignty and joint strategic independence in the role of theEuropean Union.The theoretical value lies in deepening the understanding of the patterns of integrationof the European security space, and the practical value lies in the possibility of applying theresults to develop updated strategic documents and decisions in the field of collective defense.The purpose of the research is to investigate the current state and main directions ofupdating the European security system in the context of growing military-political risks, inparticular: to identify trends in the integration of defense supply chains, to characterize thedynamics of defense spending, to investigate the impact of the Russian-Ukrainian war on theformation of a new security architecture, to identify ways to increase the EU’s resilience tohybrid, energy, cyber and information threats, and to propose options for strategic updatingby 2030 within the framework of the implementation of the White Paper for European Defence
– Readiness 2030.
2. LITERATURE REVIEWThe issue of the functioning of the European security system is attracting increasingattention from both European and international researchers. Current scientific works focuson the transformation of the European Union’s strategic autonomy, the institutional renewalof defense structures, and the formation of a common political vision of security in responseto military challenges. For instance, Anghel and Damen (2025) outline the dilemmas of theEU’s strategic autonomy, emphasizing the risks of dependence on external partners, whileScazzieri (2025) proposes the concept of a “coordinated defense leap” that would ensurea more coordinated response to threats. Centrone and Fernandes (2024) and Mejino-Lópezand Wolff (2024) trace the economic dimension of the integration of the EU defense market,where the key factors are determined by the effectiveness of financing, industrial cooperation,and technological innovation.Hofmann (2025) considers the development of a common security culture as the basis ofEU unity, while Andersson and Britz (2025) focus on the evolution of defence industrial policyin the context of cooperation with NATO. Brøgger’s (2024) study demonstrates the gradual
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institutionalisation of security governance through supranational coordination mechanisms,confirming the trend towards greater integration in the defence sector. At the same time,Mueller (2025) shows that the processes of defence market consolidation become systemiconly when financial instruments (EDF, ASAP) and industrial policy are combined, whileBalabán (2016) warns against the risks of excessive fragmentation of strategic approaches,which could undermine the effectiveness of joint actions.A separate area of studies is devoted to the impact of the war in Ukraine on thetransformation of the EU’s Common Foreign and Security Policy. With the advent of the war inUkraine, the legal and institutional change of the Common Foreign and Security Policy (CFSP)of the EU has received special attention in the Spanish-language doctrinal discussion. González(2023) views the EU reaction as a possible epiphany of its external action and states thatthe conflict exposed its structural flaws as well as its integrative potential that was latent inCFSP. Rodríguez (2024) critically looks at the claim on whether the EU has indeed overcomeits conservative small power condition, highlighting that there has always been a disconnectbetween the strategic ambition and operational capability in defence affairs. In addition tothis view, Guinea (2024) examines the speeding up of the strategic autonomy discussion inthe war context and stresses the contradiction between the desire to develop a EuropeanDefence Union and the historical intergovernmental limitations inherent in the Treaties.Combined, these contributions help make the analysis rich in terms of normative-legal andgeopolitical interpretation of the latest events, which places defence-industrial integration andinstitutional adaptation in the context of a wider argument about sovereignty, autonomy andthe boundaries of supranationalisation in EU policy on security.Genini (2025) emphasizes that the conflict has become a catalyst for rethinking therole of the CFSP, while Håkansson (2025) analyzes the strengthening of the functions of theEuropean External Action Service as a coordination center for a new security architecture.Hellberg and Lundmark (2025) examine the restructuring of defense supply chains in Europe,and Hofmann (2025) examines the formation of a new paradigm of political coherence.Additionally, Kolovos (2025) and Reis (2024a) highlight the spatial and technologicaldimensions of security related to space systems, digital infrastructure, and hybrid threats.Ruohonen (2024) and Amakrane and Biesbroek (2024) highlight the challenges of cyberand climate risks in European defence, highlighting the need for comprehensive resilience.Nicoli et al. (2025) and Mader et al. (2024) examine public support for defence integration asa social factor for the stability of the future European Defence Union. The scientific reports ofthe European Commission & High Representative (2025) and the European Defence Agency(2025) systematise the strategic priorities of Readiness 2030, aimed at strengthening theindustrial, technological and digital foundations of security, while Eurostat (2025) and NorthAtlantic Treaty Organization (2025) provide statistical evidence of the growth of defencespending and the share of investment components in the budgets of member states.Additionally, it is worth noting the contribution of institutional and analytical sourcesthat deepen the understanding of strategic trends in the field of European security.Data from Stockholm International Peace Research Institute. (2025) provide quantitativeconfirmation of the growth of arms transfers and the global militarization of the market,which significantly affects the EU’s defense-industrial policy. The analytical reports of theEuropean Parliamentary Research Service (2024–2025) clarify the role of parliamentaryoversight in updating the regulatory framework for strategic autonomy, while the Bruegelthink tank (Mejino López & Wolff, 2024) develops the economic basis for the integrationof the defense industry into the single market. The theoretical generalizations of Engelbrekt(2024) within the Palgrave Macmillan edition expand the concept of a “European security
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order”, emphasizing the interdependence of political, territorial and value factors in theformation of the modern security architecture.Further scholarly studies deepen the understanding of the institutional dynamics of theEuropean security system, especially in the context of the interaction between member states,defense agencies, and research structures. Engelbrekt (2024) analyzes the evolution of theEuropean security order through the lens of external borders and geopolitical changes, whileBorghoff et al. (2024) highlight the formation of the intelligence community within theIntelligence College in Europe as an element of multi-layered security. Skordeli (2025) andComincioli et al. (2025) complement this discussion by emphasizing the financial aspects ofthe defense market and the value autonomy of the EU in the process of creating a EuropeanDefense Union. Kotsur’s (2023) study highlights the impact of the Russian-Ukrainian war onthe continent’s collective security, in particular, the threats to political stability and socialcohesion.Bella et al. (2023) propose a digital ontological model for processing security directives,which opens up prospects for standardization of information systems in the defense sector,while Mader et al. (2024) show the connection between external threats and citizens’ supportfor integration in the defense sector. In turn, Amakrane and Biesbroek (2024) argue thatclimate risks are gradually becoming part of the EU security agenda, influencing the planningof defense infrastructure. Nicoli et al. (2025) emphasize the formation of a public demand for“European defense unity”, which strengthens the legitimacy of political decisions within theCommon Foreign and Security Policy. Taken together, these studies complement the analyticalmaterials of the European Commission & High Representative (2025) and European DefenceAgency (2025), which set a strategic guideline for the transformation of defense policy by2030, confirming the transition from declarative to integrated security management.Thus, contemporary scientific thought on the European security system demonstrates atendency towards an interdisciplinary approach that combines political analysis, economicassessment and technological modernization. However, the problems of harmonizing thestrategic interests of member states and ensuring the technological self-sufficiency of thedefense complex remain unresolved, which hinders the full realization of the potential of the
Integrated European Security Governance model (Mueller, 2025; Hofmann, 2025).
3. MATERIALS AND METHODSThe research was based exclusively on the analysis of statistical data published inopen official sources of international organizations. Stockholm International Peace ResearchInstitute. (2025), North Atlantic Treaty Organization (2025), the European Commission(2025), European Defence Agency (2025), and the Eurostat (2025) statistical databases(COFOG) were employed to accomplish the objectives. Methodologically, the study drawsthe distinction of intergovernmental and supranational sources. The information providedby SIPRI and NATO is to reflect the greater inter-governmental and transatlantic securitycontext, especially in terms of defence spending standards and arms sales. Simultaneously,European Commission, EDA and Eurostat publications are associated with the supranationaland institutional-economic aspects of the governance of EU security, in particular, defence-industrial policy and internal market regulation. EU defence policy is structurally inseparable,analytically speaking, with the transatlantic security architecture, which explains the inclusionof NATO documentation. NATO materials are, however, not normative sources of institutionalcompetences in defining the EU institutions, but rather, they are used as contextual
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comparative indicators. These papers showed the dynamics of defence spending by EUmember states between 2020 and 2024. All data had official status, were obtained directlyfrom open electronic resources of the mentioned institutions and were not subjectedto additional processing or modeling. The methodological basis of the research was acomparative-analytical approach, which involved a systematic comparison of indicatorsfrom different years and sources in order to identify trends and correlations betweendefense spending, investments in industry and the level of integration of security structures.The materials were processed using methods of generalization, statistical comparison anddynamic analysis, which made it possible to recreate the overall picture of the transformationof the European security system in the context of increasing military-political risks withoutinvolving primary empirical research.
4. RESULTS

4.1. Institutional Transformation of the EU Security Architecture
after 2022The modern European security system is in a state of profound transformation, caused bythe aggravation of military-political risks arising from Russia’s full-scale aggression againstUkraine, the escalation of conflicts on the EU’s periphery, as well as the intensificationof global competition between the world's leading powers. The European Union is beingcompelled to shift its focus from its long-standing emphasis on soft foreign policy tools tothe activation of defence and strategic mechanisms. There is a gradual shift from declarativeapproaches to practical strengthening of capabilities in the field of collective defence, asevidenced by the emergence of documents such as the White Paper for European Defence –

Readiness 2030 (European Commission & High Representative, 2025). The war in Ukrainehas been a catalyst for unprecedented changes in the EU’s Common Foreign and SecurityPolicy (CFSP), forcing member states to rethink their approaches to collective defence,arms procurement, the development of the defence-industrial base and energy independence(Genini, 2025; Håkansson, 2025). The European External Action Service (EEAS) is playing anincreasingly active role in coordinating diplomatic, military and humanitarian actions. Theseprocesses demonstrate the gradual transition towards a “Europe of Defence”, within which asystem of interdependence between institutions and Member States is taking shape (Brøgger,2024).At the same time, the existing European security architecture remains fragmented.Despite the creation of structures such as European Defence Agency (2025) and thePermanent Structured Cooperation Initiative (PESCO), coordination between EU states isoften complicated by differences in strategic interests and levels of military readiness(Andersson & Britz, 2025). Another problematic aspect is the asymmetry in the distributionof the financial burden on defense: only a small part of the EU countries reach the level ofspending recommended by NATO – 2% of GDP. This creates the risk of a “double deficit”:institutional – due to insufficient integration, and material – due to limited defense resources(Centrone & Fernandes, 2024). Key challenges for the European Union today are ensuringtechnological self-sufficiency, developing a defense industry and creating efficient arms supplychains (Hellberg & Lundmark, 2025). An additional problem is the hybrid nature of threats –cyberattacks, information warfare, manipulation of public opinion, influence on elections andcritical infrastructure. Therefore, the issue arises of forming a unified approach to responding
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to multidimensional risks that combine military, economic and digital aspects (Ruohonen,2024; Reis, 2024b).The growth of military-political tensions has also revealed the need to renew the EU’sstrategic culture – from consensual avoidance to proactive action planning. This involvesthe development of a new security model built on the principles of collective responsibility,multi-level governance and integrated defence (Hofmann, 2025). Thus, the European securitysystem faces a dual task: on the one hand, strengthening internal coherence, and on the otherhand, strengthening external resilience to the challenges of global instability and militaryexpansion.This transformation was operationalised in the Strategic Compass (European Union,2022) through the establishment of new targets to achieve, such as the creation of theEU Rapid Deployment Capacity of up to 5,000 troops, the development of cyber defencecapabilities, and increased coordinated investments between defence. In contrast to oldmethods of declaration, the Compass proposed implementation schedules and monitoringsystems, and institutionalised a change in the normative ambition to capability-basedplanning.The transformation of the European Union’s defense policy is taking on a systemiccharacter, moving from declarative coordination to real integration in the strategic, industrialand institutional dimensions. The impetus for this process was the escalation of military risksand the need for collective preparedness for multidimensional threats. The EU is graduallybuilding a new defense architecture in which strategic planning, production capabilities andpolitical coordination become interconnected elements. The key objective is to eliminatefragmentation of the defence market, increase joint procurement, expand the productionchains and strengthen the EU's defence industrial base (European Commission & HighRepresentative, 2025). At the same time, the role of the European Parliament and researchand analytical structures is growing, which shapes the strategic vision of European autonomyin the security sector (Anghel & Damen, 2025).The main directions of the transformation of the EU's defense policy, covering strategic,industrial and institutional aspects (see Table 1), are summarized below, based on analyticalmaterials from the European Commission, the European Parliament, Bruegel and EUISS(Centrone & Fernandes, 2024; Mejino-López & Wolff, 2024; Scazzieri, 2025).

Table 1. Main directions of transformation of EU defense policy (strategy – industrial programs – institutional
coordination)

Direction The essence of the
changes Key tools and initiatives Expected effect Implementation

horizon

Strategic planning
and preparedness

Transition from
reactive to proactive
planning of defense
needs

White Paper for
European Defence
– Readiness 2030;
updating defence
capability plans

Alignment of objectives
between Member
States; increasing
strategic coherence

2025–2030

Joint procurement
and standardization

Expanding the
scope of collective
procurement, reducing
duplication of efforts

Joint procurement
mechanisms,
harmonization of
standards and
certification

Increasing the share of
joint defense contracts,
reducing delivery times

2024–2028
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Direction The essence of the
changes Key tools and initiatives Expected effect Implementation

horizon

Development of the
defense-industrial
base

Scaling up production
of ammunition and key
components

Industrial incentive
programs, expedited
permits, support for
critical sectors

Growth in production
capacity; diversification
of suppliers

2024–2030

Defense market
integration and
financing

Reducing market
fragmentation and
expanding access to
crowdfunding

EP and EC regulatory
initiatives; defense
funds and investment
programs

Increasing number of
transnational consortia;
reducing costs

2025–2030

Logistics and supply
chains

Increasing supply
reliability in crisis
conditions

European logistics
corridors, MRO
coordination, creation
of material reserves

Reducing dependence
on third countries;
ensuring efficiency

2024–2029

Digitalization and
innovation

Using AI and digital
platforms in planning
and cyber defense

European C4ISR
standards, cyber
resilience programs

Increasing system
compatibility; resilience
to cyberattacks

2025–2030

Space security
component

Integration of satellite
technologies into EU
security systems

Space monitoring
and communication
programs

Critical infrastructure
protection; hybrid
threat monitoring

2025–2030

Institutional
coordination

Strengthening the role
of the EC, EP, EUISS
and interaction with
NATO

Rapid coordination
formats, joint response
mechanisms

Strengthening
managerial flexibility
and political unity

Permanently

Source: compiled by the author based on (Anghel & Damen, 2025; Centrone & Fernandes, 2024; European Commission &High Representative, 2025; Mejino-López & Wolff, 2024; Scazzieri, 2025).The European Union is gradually developing a three-tiered defense policy model:strategic (planning and readiness), industrial (production, innovation, joint procurement)and institutional (coordination, NATO integration, external partnerships). This model ensuressynergy between political decisions, industrial capabilities and defense resources. Whilenational agendas and financing disparities continue to be the primary obstacles, Readiness2030 and new collaborative projects enable the EU to unite a disjointed system into acohesive security ecosystem that can quickly mobilise and update its technology (EuropeanCommission & High Representative, 2025; Mejino-López & Wolff, 2024).The Russian-Ukrainian war became a powerful catalyst for fundamental changes in theEuropean security system, provoking a review of the basic principles of the European Union’sCommon Foreign and Security Policy (CFSP). For the first time in recent decades, the EU wasfaced with the need to act as a single defense-political entity, mobilizing resources, diplomaticmechanisms and defense-industrial capabilities within the framework of a common strategy.This process demonstrated not only the political consolidation of the member states, butalso institutional evolution – strengthening the role of the European External Action Service(EEAS), EDA and the creation of new formats for interaction with NATO, the UN and G7partners (Genini, 2025; Håkansson, 2025).Given the scale of the aggression against Ukraine, the EU was forced to expand thefunctional boundaries of the CFSP, introducing unprecedented sanctions regimes, militaryassistance programs through the European Peace Facility, and initiatives to rebuild theEuropean defense industry. The European External Action Service acted as a key coordinatorof foreign policy unity, ensuring the coherence of EU positions in global institutions and
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during crisis response Thus, it was the war in Ukraine that became a test of the maturityof European security policy and the starting point for the formation of a new collectivedefense architecture (Brøgger, 2024; Hofmann, 2025). The High Representative of the Unionfor Foreign Affairs and Security Policy in this intergovernmental framework has a bridgingrole, both as chairman in the structure of the Council and as a coordinator as regards theEuropean Commission and third parties. This institutional stance that is a blend of the two,strengthens coherence without changing the inherently intergovernmental nature of CSDPdecision making. Table 2 presents the main directions of the war’s impact on the structuralevolution of European security, considering the role of the CFSP and the EEAS as institutionalaxes of this process (see Table 2).

Table 2. The impact of the Russian-Ukrainian war on the formation of a new European security architecture (CFSP,
EEAS, institutional and political changes)

Direction of
transformation Key content of the changes

Institutional
mechanisms (CFSP,
EEAS, EDA, EC)

Impact on the EU security
architecture Time frame

Political
consolidation of
the EU

Increasing foreign policy
coherence and joint
decisions on crisis
situations

CFSP, European
Council, EC, EEAS

Strengthening political
unity, coordinating strategic
communications, and a
common position on the
Russian Federation

2022–2025

Sanctions policy
and diplomatic
pressure

Implementation of 13
packages of sanctions,
trade restrictions, energy
restrictions

CFSP, EEAS, DG TRADE,
EEAS Sanctions Task
Force

Formation of a new model
of “economic security”,
diversification of external
relations

2022–2024

Military and
financial support
for Ukraine

Provision of weapons,
defense financing, training
of the Armed Forces of
Ukraine

European Peace
Facility, EUMAM
Ukraine, CFSP
instruments

The EU is becoming an active
actor in the military sphere,
strengthening operational
potential

2022–2025

Institutional
strengthening of
the EEAS

Expanding competencies in
crisis management, hybrid
threats, and strategic
communication

EEAS Crisis Response
Centre, Hybrid Threats
Taskforce

Formation of an integrated
system of strategic
management of external
security

2023–2030

Cooperation with
NATO and the G7

Synchronization of
operational planning,
intelligence sharing, joint
exercises

CFSP–NATO
Coordination
Mechanism, EEAS–
NATO Interface

Creating a multi-layered
defense ecosystem connecting
the EU and NATO

2023–2030

Development of
defense industrial
integration

Support for ammunition
production, initiative of Act
in Support of Ammunition
Production (ASAP)

EC, EDA, European
Defence Fund

Strengthening technological
sovereignty, integrating defense
supply chains

2023–2028

Cyber and
information
security

Responding to
cyberattacks, countering
disinformation

EEAS StratCom, EU
Cybersecurity Agency

Strengthening the digital
dimension of security, building
an early warning system

2022–2027

Forming a
common strategic
culture

Changing mental models
among EU political elites
regarding military risks

CFSP, EUISS, European
Defense College

Gradual militarization of EU
strategic thinking, development 2022–2030
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Direction of
transformation Key content of the changes

Institutional
mechanisms (CFSP,
EEAS, EDA, EC)

Impact on the EU security
architecture Time frame

of a new culture of shared
responsibility

Source: compiled by the author based on (Brøgger, 2024; Genini, 2025; Håkansson, 2025; Hofmann, 2025; Hellberg &Lundmark, 2025).The Russian-Ukrainian war radically changed the European security paradigm,transforming the CFSP from a predominantly diplomatic mechanism into a multidimensionalcrisis management instrument. The European External Action Service (EEAS) became thecoordinating center for foreign and defense policy, joining forces with NATO, the UN andother partners. Elements of a “European defense space” emerged – a network of structures,programs and mechanisms that provide a collective response to hybrid and military threats.This new security architecture is flexible, adaptive and politically sustainable, allowing theEU to strengthen its position as a strategic actor in the global security system (Genini, 2025;Håkansson, 2025; Hofmann, 2025).
4.2. Dynamics of Defence Expenditure and Investment Acceleration
(2020–2024)In 2020 – 2024, EU defense spending increased in a wave-like manner but acceleratedafter 2022: from €177 billion in 2020 to €227 billion in 2023 according to Eurostat (2025),and in 2024 – approximately €343 billion according to the European Defence Agency (2025).This represents an increase of about 93% compared to 2020 in nominal terms, consideringdifferent accounting methods (COFOG in Eurostat and sectoral data from EDA). Additionally,a shift in the structure of expenditure is recorded: in 2023, investments (armamentprocurement and R&D) reached a record 72 billion euros (about 26% of total spending),and in 2024, defense investments exceeded 100 billion euros, of which approximately 88billion were procurement and about 13 billion were research and development. In parallel,a significant increase in imports of major weapons systems in Europe has been recorded:according to the SIPRI methodology (TIV), the volume of imports in 2020–2024 was 155%higher than in 2015–2019, reflecting both the renewal of weapons fleets and the build-up ofcapabilities against the backdrop of the war against Ukraine. Together, these trends indicatea transition from “budgetary inertial growth” to “investment acceleration” aimed at theproduction and operational readiness of the EU (Eurostat, 2025).The analysis is based on open official statistical sources for the last five full years. (1)For the dynamics of the EU’s total defence expenditure, Eurostat’s explanatory materialsaccording to the COFOG classification (defense function) are used, containing annualestimates in current prices: 2019–2023; these data ensure comparability between MemberStates according to the national accounts standard. (2) For 2024, EDA’s consolidated estimatesof defence spending by Member States (EU-27) were used, as it is EDA that consolidatessectoral indicators using the methodology of the defence department: this allows reflectingthe jump in expenditure and the structure of investments (procurement and defence R&D).(3) EDA indicators for 2023–2024 were used (in 2023 – €72 billion; in 2024 – over €100billion, including about €88 billion in procurement and ≈€13 billion in R&D) to characterizedefence-industrial investments (procurement and R&D). (4) For the arms market, the SIPRI
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TIV indicator (volume of international transfers of major arms) was utilized, which is suitablefor interregional comparisons of dynamics; the text shows the aggregated change for Europe(2015–2019 vs 2020–2024). (5) For the context of the objectives and the burden on GDP,additional consideration was given to materials from NATO and EU institutions on themovement towards/above 2% of GDP and the growth in the share of investment expenditurein the structure of defence budgets. Data collection was carried out by cross-referencingannual bulletins/fact sheets on the websites of Eurostat (COFOG), EDA (Defence Data), SIPRI(Fact Sheet/Database) and EU/NATO reference pages; differences in methodology (sectorcoverage, periods, revisions) were noted and the analytical conclusions took into account thatthe 2024 figures for EDA are not identical to Eurostat’s COFOG in terms of coverage (Eurostat,2025).A combined table including the fundamental indicators needed to create the graph maybe seen below (see Table 3). The figures are given in billions of euros, rounded to the nearesthundredth; decimals are marked with a comma.

Table 3. Dynamics of defense spending, investment and the arms market in the EU (2020 – 2024)

Year Total EU defence expenditure (billion euros,
COFOG/Eurostat; 2024 – EDA)

Defense investment
(procurement + R&D),

billion euros (EDA)

Import of major weapons:
dynamics indicator

2020 177.00 n/d basic level
2021 183.00 n/d +
2022 202.00 n/d ++
2023 227.00 72.00 +++
2024 343.00 101.00 ++++

Source: compiled by the author based on (EDA, 2025; Eurostat,2025; SIPRI, 2025; NATO, 2025).SIPRI uses qualitative gradation of dynamics for Europe based on TIV (2015–2019 vs 2020–2024 = +155%). The estimate of“over 100 billion” aggregates: procurement ≈ 88.00; R&D ≈ 13.00 (EDA/Consilium).It is advisable to supplement the summary of statistical results with visualization, whichmakes it possible to clearly demonstrate the growth rates of defense spending in EU countries.The construction of a graph is important for identifying trends and turning points that arenot always obvious when presenting data in a tabular format. In particular, the graphicalrepresentation makes it possible to trace the acceleration of dynamics after 2022 – the periodof the beginning of the full-scale war against Ukraine, when EU countries radically changed thestructure of their defense budgets (Eurostat, 2025). The visual form of analysis also enablesto correlate quantitative changes with political decisions adopted within the framework of theWhite Paper for European Defense – Readiness 2030 and joint initiatives of NATO and theEuropean Commission, which provides the data with a strategic context (Figure 1).
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Figure 1. EU total defence expenditure (billion euros, COFOG/Eurostat; 2024 – EDA)

Source: compiled by the author based on (EDA, 2025; Eurostat, 2025; SIPRI, 2025; NATO, 2025).Over the five-year period 2020 – 2024, the EU’s total defense spending increased fromapproximately 177.00 to 343.00 billion euros (nominally ≈ +93%), with the accelerationoccurring in 2023–2024. The investment component has structurally increased: from arecord 72.00 billion euros in 2023 to over 100.00 billion in 2024, where the main increasewas provided by weapons purchases (≈ 88.00 billion) with a parallel increase in R&D (≈13.00 billion). The arms market for Europe, according to SIPRI estimates, shows a sharpimport increase in 2020–2024 compared to 2015–2019 (+155%), which correlates withintensive rearmament and replenishment of stocks. Taken together, this means a transitionfrom “peaceful underfinancing” to “military budget mobilization”, with an increasing share ofinvestments and a gradual approach to/above the Alliance’s target benchmarks – providedthat procurement coordination, industrial capacity building and alignment of accountingmethodologies between COFOG and EDA sectoral reports are maintained (Eurostat, 2025).
4.3. Integration of Defence-Industrial Supply ChainsThe integration of defence supply chains within the European Union has become oneof the key priorities of the Common Security Policy after 2022. The war in Ukraine hasexposed the EU’s deep dependence on external suppliers of strategic resources, the lack ofproduction coordination between member states and the absence of common reserves. Thesefactors have triggered a major restructuring of the defence industry – from disjointed nationalsystems to an integrated supply, logistics and production network, where EU countries jointlyinvest, plan and coordinate the production of key components (Hellberg & Lundmark, 2025;Mueller, 2025). The modern development model involves the creation of European defense

corridors – a kind of industrial and logistics ecosystem that unites enterprises, researchcenters and customers.According to analytical reports by European Defence Agency (2025) and Scazzieri(2025) integration processes are concentrated in three areas: production and technologicalcooperation, institutional interaction and logistical standardization. The main catalyst forthese processes is the creation of joint financing funds, such as the European Defence Fundand the Act in Support of Ammunition Production (ASAP) initiative, which stimulates thecollective production of ammunition and technical systems. Such mechanisms allow MemberStates to jointly develop strategic capabilities, reducing costs and eliminating duplication of
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production. A summary of the key trends in the integration of defence supply chains is given inTable 4.

Table 4. Trends in defense supply chain integration and cooperation between EU member states

Integration
direction Features of the process Key initiatives and

programs Expected outcomes Efficiency level
(rating)

Industrial
cooperation

Creation of joint production
consortia in the field
of ammunition, armored
vehicles, air defense and IT
defense

ASAP, EDIRPA, EDF
(joint financing of
procurement and
R&D)

Increased production
capacity, harmonized
standards, reduced
duplication

High – especially
after ASAP launch
(2023–2024)

Logistics
integration

Formation of a network
of transport and repair
hubs, creation of European
defense corridors

Permanent Structured
Cooperation (PESCO),
Military Mobility
Initiative

Reduced delivery
time, improved
equipment maintenance,
interoperability

Medium –
significant progress
after 2022

Technological
integration

Coordination of innovative
projects and unification of
management systems

European Defence
Industrial Strategy
(EDIS), Defence
Innovation Hub

A unified approach
to digitalization
of production,
development of artificial
intelligence in the
defense sector

Medium-high –
requires stable
funding

Institutional
interaction

Strengthening coordination
between the European
Commission, EDA, EEAS and
NATO

EU–NATO Joint
Declaration 2023,
joint councils on
defense issues

Increasing the coherence
of strategic decisions,
avoiding duplication of
competencies

High – institutional
synergy is steadily
growing

Financial
integration

Use of joint defense
funds and investment
mechanisms

European Peace
Facility, InvestEU
Defence Window

Expanding joint
procurement, supporting
the EU defense industry

High – provides
stable sources of
funding

Personnel
cooperation

Exchange of specialists,
creation of joint training
centers

European Security
and Defence College,
NATO-EU programs

Improving staff
competence, unifying
training

Medium – gradual
institutional
stabilization

Source: compiled by the author based on (Hellberg & Lundmark, 2025; Mueller, 2025; Scazzieri, 2025; Andersson & Britz,2025; Mejino-López & Wolff, 2024).The integration of defence supply chains in the EU shows a steady trend towardscentralisation of production and logistics processes. The highest results have been achievedin industrial cooperation and financial integration, thanks to the creation of ASAP, EDF and
EDIRPA, which facilitate the scaling of production and joint procurement. Notable progresshas also been recorded in logistical integration, although the pace of its implementationremains uneven due to the differences in the transport and infrastructure readiness ofthe states. At the same time, technological integration requires further investment in thedigitalisation of the defence industry and cybersecurity. The EU’s collective security measuresare becoming more successful overall, but long-term industrial programs and institutionalinteraction are required to guarantee the system’s steady self-sufficiency (Mueller, 2025;Scazzieri, 2025).
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4.4. Hybrid, Cyber and Energy Resilience as a New Security
DimensionThe growth of hybrid threats, cyberattacks, information manipulation and energy crisesrequires a comprehensive renewal of the European security system. The European Union,responding to these challenges, is gradually shaping a new security model in which classicmilitary approaches are combined with digital, energy and information strategies. Thistransformation is aimed not only at defense against direct threats, but also at building

resilience – the ability of institutions and societies to effectively recover from crisis events(Ruohonen, 2024; Reis, 2024a). The EU security system is seen as a multidimensionalstructure covering political, technological, economic and communication levels, and itsrenewal should occur through coordinated actions between member states, EU institutions,NATO and civil society (Hofmann, 2025; Kolovos, 2025).Based on analytical materials from the European Commission, EEAS, EUISS and expertreports from leading researchers, four strategic directions for updating the European securitysystem can be identified, presented in Table 5.
Table 5. Options for updating the European security system to increase resilience to hybrid, cyber, energy and

information threats

Direction for updating Main content highlights
Institutional
implementation
mechanisms

Expected outcomes

1. Creation of a European
Cyber Resilience System
(EU Cyber Shield)

Formation of a joint cyberattack
response center, integration of
national CERTs, development of
an early warning system and
cyber training

EU Cybersecurity
Agency (ENISA), EEAS
StratCom, Digital Europe
Programme

Unification of cyber
defense, reduction of critical
incidents, strengthening trust
in digital infrastructure

2. Integrating energy
security into EU defense
policy

Creation of a European
Energy Rapid Response Team,
diversification of sources,
increased protection of energy
networks and LNG terminals

DG Energy, European
Energy Platform, NATO
Energy Security Centre of
Excellence

Reducing energy
dependence, increasing
energy supply autonomy in
times of crisis

3. Expanding information
and cognitive security

Countering disinformation,
creating a European media
oversight hub, supporting
independent journalism and
media literacy

EEAS Hybrid Threats
Centre, European Digital
Media Observatory
(EDMO)

Increasing society’s
resistance to propaganda,
reducing the impact of
manipulation and external
information campaigns

4. Institutionalization of
Hybrid Defense (Hybrid
Defense Framework)

Integrating military, diplomatic,
technological and economic
tools into a single response
system

CFSP, PESCO, Hybrid
Fusion Cell (EEAS)

Rapid interagency response
to hybrid threats, increasing
interoperability between
security sectors

Source: compiled by the author based on (Reis, 2024a; Ruohonen, 2024; Kolovos, 2025; Hofmann, 2025; EuropeanCommission & High Representative, 2025).The modern European security system requires a transition from a reactive to an adaptiverisk management model, in which not only defense but also the ability to recover becomes akey priority. The most promising areas of renewal are cyber resilience, energy independence,information space protection and interagency integration. The EU should strengthen the cyberdefense architecture, creating single centers of coordination and operational response, as
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well as enhance the ability to resist cognitive attacks and disinformation. The integration ofenergy and digital strategies into a common security policy forms a holistic, multi-level systemcapable of operating in the new era of hybrid risks (Ruohonen, 2024; Reis, 2024b).

4.5. Strategic Outlook: Readiness 2030 and Integrated Security
GovernanceImproving the strategic framework for the functioning of the European security systemby 2030 should be based on the transition from a fragmented approach to a single integratedstrategic planning model based on the White Paper for European Defence – Readiness 2030(European Commission & High Representative, 2025). The primary task is to form a long-term vision for the development of EU defense capabilities through the introduction of acommon “digital security contour” that would unite national strategies, industrial programs,analytical tools and operational standards. This involves synchronizing the strategic planningof member states, unifying approaches to financing defense projects and creating a singleEuropean register of critical capabilities. It is also important to strengthen the analyticaldimension through constant data updates within the EU Defence Data Hub and Security

Knowledge Platform, which will allow for evidence-based policy decisions, rather thanpolitical compromise. Such a strategic renewal should also include the development of adefense innovation ecosystem, the integration of artificial intelligence into command andplanning processes, and the creation of strategic readiness indicators to assess progress inimplementing the common security policy (Mueller, 2025; Anghel & Damen, 2025).At the same time, the institutional strengthening of the European security system requiresthe formation of a sustainable management architecture capable of ensuring coherencebetween civilian, military, technological and information components. In this context, itis advisable to move to an Integrated European Security Governance model, within whichthe European Commission, the European External Action Service (EEAS), EDA and theEuropean Parliament function as interconnected components of a common security system.This requires the creation of a permanent Security Coordination Board – a platform for inter-institutional interaction that would ensure monitoring of the implementation of Readiness2030 decisions, coordination with NATO, as well as the development of partnership formatswith EU partner states. The functions of the European Peace Facility and the EuropeanDefence Fund should be expanded to support joint defence-industrial programmes andfinance strategic stocks. The key principle of the new stage should be resilience through
integration, where the European Union acts not as a collection of national strategies, but as asingle entity capable of ensuring the security of its citizens, territories and infrastructures in amultidimensional political, economic and cyberspace (Scazzieri, 2025; European Commission& High Representative, 2025).

4.6. Transatlantic Uncertainty and the Impact of the Second Trump
Administration on European Security ArchitectureThe restructuring of the European security framework should also be evaluated throughthe poor vision of renewed transatlantic uncertainty after the onset of the second term ofpresidential leadership of Donald Trump in the US. The politics of burden-sharing in NATO,conditional security assurances, and the prioritisation of Indo-Pacific strategic rivalry hasbrought back questions as to the long-term dependability of US security guarantees to Europe.
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Rhetorical and strategic cues by Washington despite the absence of institutional augmentationcan still have a substantial effect on the strategic decision-making and planning of Europeandefence.This changing situation supports the conceptual conflict between transatlantic relianceand European strategic independence. Although the centre of collective defence continuesto be NATO, there is doubt about the extent of US engagement and this is further fuellingthe EU to work towards building its defence industrial base, deepening joint procurementand enhancing the ability to act independently. The Trump second administration is thusan external systemic factor that influences more integration in the EU security constructindirectly.Meanwhile, the likelihood of the US involvement in politics decreasing forces theEuropean institutions to redefine the ratio between the intergovernmental cooperation inthe field of defence and the supranational industrial coordination. Such a rapidity of theprograms as EDIRPA, EDF, and the White Paper regarding European Defence Readiness 2030can be viewed, however, not only as a reaction to the Russian-Ukrainian war, but also as aninsurance policy against the instability of transatlantic relations. This way, European securityintegration is not only the response to the external military threats but also readjustment tothe geopolitical uncertainty within the Western alliance itself.
5. DISCUSSIONThe results of the research confirm the general trend noted by analysts of EuropeanDefence Agency (2025) and the European Commission: the EU defence system is in a phaseof deep structural integration, but the level of its coherence still remains uneven. On the onehand, Mueller (2025) and Scazzieri (2025) emphasize that common financing mechanisms,such as the European Defence Fund or the Act in Support of Ammunition Production (ASAP),have significantly accelerated the formation of a single defence market. At the same time,Andersson and Britz (2025) draw attention to the contradiction between the economic andpolitical interests of the Member States, which slows down the institutional convergenceof defence programmes. Our research shows that, despite the differences, the integrationdynamics show signs of sustained growth after 2022: defence spending within the EU hasincreased by almost 93%, and the share of investment in procurement and R&D has exceededa quarter of total expenditure. This suggests that, from a practical point of view, the EuropeanUnion is moving from a coordination model to a “shared security management” model,although this transformation is not yet complete (European Defence Agency, 2025; Eurostat,2025).Also, the refreezing of transatlantic assurances in the second Trump administrationreinforces the view that the integration of the EU defense is not solely due to external militarydangers, but also strategic hedging against the instability of alliances.Strategic Compass is a document between declarative strategic culture and integration ofoperations (European Union, 2022). Its application proves that the dynamics of post-2022integration is not a reaction but built in a long-term capability framework. Nevertheless, thelevel at which the Compass aims are achieved in full is yet to be realised with the long-termfinancial promise and the political agreement of the Member States.The results also reveal significant differences in the interpretation of the prospects forthe EU’s strategic autonomy. For example, Balabán (2016) and Hofmann (2025) believethat excessive fragmentation of policy approaches may again weaken the collective ability
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to respond to hybrid and military threats. Along with this, Anghel and Damen (2025)consider the integration of defense policy as an inevitable stage in the formation of Europe’sstrategic sovereignty, which should transition to the format of Integrated European SecurityGovernance by 2030. Our findings are consistent with this standpoint since numerical trendsconfirm that it is the growth of joint procurement, financial integration, and technologicalinteroperability that are becoming the drivers of systemic change. However, the evidencealso suggests that technological integration and cybersecurity are developing more slowlythan industrial or financial cooperation, creating potential bottlenecks in the future Readiness2030 system (Reis, 2024a; Ruohonen, 2024).Thus, the discussion around the renewal of the European security system boils downto a contradiction between two approaches: a pragmatic one focused on gradual adaptationto threats, and a strategic one aimed at creating an autonomous EU defense identity. Ourresearch confirms that a combined scenario in which hybrid security, cyber defense, andindustrial integration complement each other is realistic. However, further studies shouldbe aimed at assessing the qualitative effects of these processes – in particular, the impactof new defense initiatives on innovative development, digital resilience, and institutionalcoherence of EU security policy. This will clarify to what extent the Readiness 2030 systemcan truly transform the European Union into an autonomous global security actor, rather thanjust a reactive coalition of response (European Commission & High Representative, 2025;Mejino-López & Wolff, 2024).
6. CONCLUSIONSThe modern European security system has entered a phase of qualitative rethinking, inwhich military, industrial, energy, digital and information dimensions form an interconnectednew generation security architecture. The results obtained indicate that the EuropeanUnion is gradually moving from a reactive policy of containment to a model of proactivesecurity integration, in which coordinated strategic decisions, institutional synergy, and jointfinancing play a key role. The novelty of the analysis is the identification of a stable trendtowards the formation of Integrated European Security Governance – a system that ensuresnot only common defense, but also the resilience of societies to hybrid challenges. Thepractical significance of the results lies in the possibility of using the proposed analyticalapproaches for designing defense-industrial integration policies, developing cyber defense,and strengthening the information resilience of the EU. The limitations of the research relateto the time dynamics of the data and the partial fragmentation of statistical sources, whichcomplicates the accurate comparison of indicators between member states. Despite this, therevealed patterns give grounds to assert that the European Union has the potential to becomea strategically autonomous, politically consolidated and technologically independent securityactor by 2030. Further studies should focus on quantifying the effectiveness of the EDF, ASAPand Readiness 2030 programs, studying the relationship between defense innovation andeconomic sustainability, as well as identifying mechanisms for harmonizing policy decisionswithin the CFSP and EEAS. These areas form the basis of the future European securitymodel, in which stability, technological modernization and collective responsibility becomeequivalent components of strategic readiness.
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