
ENSAYO

© 2017. Revista Internacional de Comunicación y Desarrollo, 7, 111-129, ISSN e2386-3730
111

Diego Rivas y Chiara Mantovani 

 Diego Rivas y Chiara Mantovani

Abstract
With the access to always more sophisticated and technologically advanced survei-
llance tools, it is crucial to develop progressive legislation to safeguard human rights 
and to ensure governments do not abuse their power by engaging in excessive state 
surveillance. This article investigates the use governments give to these surveillance 
instruments, focusing on Mexico. Firstly, we offer an overview of recent cases expo-
sing governments’ use of mass surveillance to repress critics. Secondly, we analyze 
what legislation is in place for data protection and privacy in some countries and 
how authoritarian governments employ surveillance methods to control their citi-
zens. Thirdly, the Mexican legislation about data protection and access is presented. 
Fourthly, we describe how the Mexican authorities employ unlawful surveillance 
methods against critics with the complicity of telecommunications companies. Fi-
nally, we propose a few reforms to strengthen data and privacy protection in Mexico.

Lawful and unlawful surveillance in Mexican democracy

Vigilancia legal e ilegal en la democracia mexicana

Resumen
Con la existencia de herramientas cada vez más sofisticadas y tecnológicamente más 
avanzadas resulta fundamental desarrollar leyes para defender los derechos huma-
nos y asegurar que los gobiernos no abusen de su poder aplicando una vigilancia 
estatal excesiva. Este artículo investiga el uso que los gobiernos hacen de estos ins-
trumentos con un enfoque especial sobre México. En primer lugar, se presentan 
algunos casos recientes que ilustran el uso de la vigilancia masiva por parte de cier-
tos gobiernos para reprimir sus críticos. Después, se analiza las leyes existentes en 
materia de protección de datos y privacidad en algunos países ilustrando cómo los 
gobiernos autoritarios utilizan métodos de vigilancia para controlar a sus ciudada-
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nos. En tercer lugar, se describe la legislación mexicana sobre la protección de datos 
y el acceso a estos. En cuarto lugar, se explica cómo las autoridades mexicanas em-
plean métodos de vigilancia ilegal en contra de sus críticos, con la complicidad de 
las compañías de telecomunicación. Finalmente, se proponen algunas reformas con 
el objetivo de fortalecer la protección de datos y privacidad en México. 
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-

surveillance. Some of the political and econo-

-

have being engaging in harsh confrontations 

-
-
-

in some cases, made legal and in other cases 

On one hand, the value assigned to the 

driven the idea that the opening of this mar-

the potential political use of this information 
in limiting or harming civil rights, gives rise to 

deriving from the legalization of this market. 
Data storage and the free trade of data on the 

-

the right to free speech, to free thinking and 
even to the presumption of innocence.

-

a great amount of data (big data). This data 

be applied for the creation of targeted mar-
keting strategies, in order to measure indivi-
duals´ behaviors regarding their beliefs and 
opinions, or for the elaboration of complex 

-

monitor in real time.

-
-

-

focus on the Mexican case.

1. OVERVIEW

-

government. Different media soon informed 
their audiences that the protest organizers 

The administrators of the ¨April 6 Mo-

-

to the potential risks to the dissidents. Muba-

2013).

-

protests and civil demonstrations, and helped 
to strengthen the democratic mechanisms for 
the expression of ideas and for free associa-

-
-

rent backgrounds to organize themselves and 
-

vernance and state oppression. On the other 

the localization of the citizens taking part in 
the protests, highlighting the dangers of indis-

information.
-

instrument for social organization and de-

repressive tool in the hands of governments 
hostile to the respect of human rights. In this 

In 2010, WikiLeaks revealed a series of 
Collateral 

and Cablegate

organizing a legal-political campaign to silen-

-

the basis of the 1917 Espionage Act. Among 
the strategies used against his person, accor-
ding to Assange, there are murder instigation, 
direct censorship, freezing of his bank ac-
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count, the persecution of his associates and 

2013).

-
solved in favor of the State secret since the 

-

is making public information that should not 

The Was-
hington Post and The Guardian published a 

-
-

its allies through the use of sophisticated 
-

core 

accused of espionage for leaking documents 

-
-

ments revealed the most hideous side of the 
antiterrorism policies established after the 
events of 9/11. As Rodríguez Prieto and Mar-

dangerous use to technological advances in 

-

espionage purposes. The moral and political 
argument in support of these actions derives 

1.1 METADATA

In the Dublin Core Metadata Initiative 
1

“structured data about data”. Metadata are a 
-

metadata are the real goods being produced 
-

verted into a consumer of the product. This 
Copernican turn is possible thanks to the sto-
rage and management of the personal data 

-

-
-

print 

-

-

messages, emails, online shopping, location, 
personal communications, calendar, biome-

In this sense, Rodríguez Prieto and Martí-
nez Cabezudo (2016, pp. 135-138) introdu-
ced the concept of linkdomination

-
mation about ourselves is obtained thanks to 

-

-
-

1 Full text available at: http://dublincore.org/resources/faq/
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commercial use of the companies, or could it 

instead the creation of a black market? What 
rules should prevail?

A number of recent studies have highli-

-

in the Proceedings of the National Academy 
of Sciences of the United States of America, 

-

-

-
-

-
ces.

-
-

the algorithm creates a description more de-
-

-
sidered as potential technological risks. Hen-
ce, it is evident that these tools should not 
be entrusted in the hands of antidemocratic 
regimes or companies that violate the funda-
mental rights of their users.

-

-

on our behaviors and on opinion trends. Nu-
merous ethical and juridical issues arise from 

-

and legitimate uses of this data, to avoid their 
use in actions that harm the freedom and fun-
damental rights of people. 

2. INTERNATIONAL CONTEXT

relevant to insert Mexico case in the broader 

-

or to control their citizens: Colombia, Vene-

contextualize on a global scale the countries 
Freedom 

on the Net Index 2016
Free-

dom House. The index gives information on 

degree of freedom in accessing and using in-

-

goes from 0 (most free) to 100 (least free). 

similarities or differences in terms of data 

In general, the report on the Freedom of 
the Net has found that Internet freedom has 

-
-
-

becoming the main communication tool used 
during anti-government protests, due to their 

such, authoritarian governments are increa-
sing their pressure on service providers to re-

content published on these social media to 
monitor and arrest critics and dissidents. 

their control on their citizens and on these 
media, a number of governments, both demo-
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-

-

against this trend. Both Iceland and Estonia, 
for example, have put in place strong legisla-
tion to ensure the protection of personal data 

providers and data controllers. Iceland leads 

rate of internet access and the smallest viola-
tions of user rights

2.1 ICELAND

Data protection in Iceland is regulated 
Data 

Protection Act (2000), the Rules on Electro-
nic Surveillance (2007), and the 
(2011). With the Rules on Electronic Survei-
llance
regulations to limit electronic surveillance in 

-

for explicit and legitimate reasons and must 
be proportional, in order to avoid excessive 

and less intrusive means are not available to 
reach the same objectives.

The  is a legislation of great rele-
-

tecting the freedom of the press, both printed 

-
ted in article 1: 

freedom of expression, freedom of informa-

media and to enhance consumer protection 
in this area. A further objective of the Act is to 

-
serving freedom of speech and to protecting 

-
rous policies and initiatives undertaken in 

Initiative
, is one of 

the most important. In 2010, still reeling from 

-

legal protection for journalists, bloggers and 
-

dom House, 2016).

2.2 ESTONIA

-
ms of Internet access and data protection 

undertaken reforms to increase its internet 

-

life, except in the cases and pursuant to a pro-

freedoms of others, to prevent a criminal offen-

Moreover, the offense of violation of con-
-

sure of sensitive personal data and illegal use 

under the articles 156 and 157 of the Esto-
nian Penal Code. The main piece of legislation 
concerning data protection is the Personal 
Data Protection Act 2007 -

-
tion considered sensitive, such as political 
opinions, religious or philosophical beliefs, 
ethnic or racial origin, sexual behavior, health, 
or criminal convictions, cannot be processed 

The Criminal Procedure Code 2004 esta-
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-
gence and counter-intelligence is instead re-

Security Authorities Act 2001. 

-

-
-
-

Such acts need a court authorization and are 

-

International, 2016).
Electronic Communications 

Act 2015 establishes the conditions for the 
interceptions of communications and access 

committee in charge of overseeing the sur-

-

Even though Estonia has one of the most 
-

ce, some concerns have been raised concer-

The Electronic Communications Act
Internet and telecommunications providers to 

-

on the source, destination, time, duration and 
location of the communication. In 2014 the 

found Estonia in contravention to the right to 
-

2016).

2.3 FINLAND

-
ment is discussing a relevant legislation that 

-

-
lligence service.

-
-

legislation on the topic of data protection and 
monitoring: the  and 
the Information Society Code 2014 -

-

collected about themselves. 
In the Information Society Code, the sco-

-
ded to include entities that operate outside of 

Code also establishes pro-
tective measure for the users and for Net Neu-

-
ces, and that all data on the Internet must 

-
dríguez Prieto, Martínez Cabezudo, 2016, p. 
127).

-
Code

-
tronic communications are considered an in-

-
cations and data, including communications 
that take place outside public communication 

-
-

mediaries.
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committed. This proposal has been denoun-

-

unprecedented mass surveillance programs 
(EDRi, 2015).

2.4 COLOMBIA

-

-
ternet freedom has increased in Colombia, 
concerns are raised over excessive and illegal 

-
tion, the article 15 of the Colombia Constitu-

good name or reputation and data protection.

this constitutional article on data protection 

the Law 1581 of 2012 and the Decree 1377 
-

sive personal data protection regulations con-

to their personal data, including their collec-

data collectors not located in Colombia, but 
that are subject to the Colombian jurisdiction 
under international standards and treaties 

The Decree -
lation on data protection and regulates the 

their authorization, the processing of sensi-
tive data, the obligation for data controllers 
to implement a personal data processing po-

-
mission of personal data to third parties and 
abroad (Rodriguez, 2013 ).

Despite these regulations, Colombia main-
-

-
ne speech and as an intimidation tool against 

2016).

led to the resignation of the Chief of the Natio-
nal Police (Rice, 2016). The organization Pri-
vacy International 

terms of unchecked and excessive application 

-
ternational, 2015).

-

able to intercept and collect data on hundreds 
of millions of phone and internet communica-

-
munications operators: 

the IRS -
 and the IRS are found to be used 

-

-

mass and automated surveillance made pos-
 and the IRS. 

As such the report concludes that in Colom-

-
-

2.5 VENEZUELA 

-

economic and political situation. According to 

Venezuela does not have a general legis-
-
-
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of people. In particular, article 28 states the 
-

sonal data.
-

to control online content. With the amendment 
to the Law on Social Responsibility in Radio, 

 of 2010, Ve-
nezuela introduced generalized prohibitions 
and sanctions to censor potential dissenting 

the population, alter public order, disregard 
legal authorities, or promote the violation of 

-

 Global Informa-
tion Society Watch in 2014 found that Vene-

their human rights during the monitoring of 
their communications (GISWatch, 2014).

Some of the measures that are being im-
plemented are: the interception of individual 

members of the opposition, real time moni-

-
-

nment content, and censoring of broadcast 
-

-
-

munications companies (GISWatch, 2014).
-

-
sorship and surveillance called PacketShaper 

-
-

rights violation, surveillance and censorship, 
such as Afghanistan, China, Saudi Arabia, etc. 

2.6 TURKEY
 

-

activities have been tightened since 2013, 

the authoritarian policies of government and 

-

and communicated through social media, 

attracted the interest of the authorities due to 
their instrumental role in organizing the upri-
sing and in disseminating information (Tav-
men, 2014).

Since then, mass surveillance and state 
control of broadcasting and internet informa-

-

the freedom of expression in its constitution 

-

-
dards (Tavmen, 2014). 

An example is the Law 5651 on Regula-
ting Broadcasting in the Internet and Fighting 
Against Crimes Committed through Internet 
Broadcasting 

-
kouts, Wikipedia being one of the most recent 

-
-

ved, and journalists and bloggers have been 
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-
Law 5651 

-

surveillance program PacketShaper has been 
-

re, et al, 2013).

2.7 IRAN 

-
-

tion such as the Law on Electronic Commerce 
(LEC) of 2004, the Law on Computer Crimes 
(LCC) of 2009 and the Law on Publicising and 
Access to Data (LPAD)
article 58 of LEC established that the storing, 
processing and distributing of private data 
messages containing information on tribal 
or ethnic origins, moral and religious beliefs, 

explicit consent of the individual (Norton Rose 

have been arrested and incarcerated for their 
online activities.

-

that all instant messaging applications had 
to move all data on Iranian users to servers 

easier for the government to pressure foreign 

In 2014, the government also launched 
the Operation Ankboot or project Spider, a 
mass surveillance operation aimed at iden-

activities that according to the authorities 

-

-

2015).

2.8 CHINA

-

most pervasive and sophisticated regimes of 

In terms of data protection, China does 

place, but rules and regulations can be found 
General 

Principles of Civil Law and the Criminal Law. 
In 2012 the Decision on Strengthening Online 
Information Protection 
the goal to protect online information and citi-

-
tities and organizations, and to safeguard na-

Information Security 
Technology Guidelines for Personal Informa-
tion Protection
for the collection, processing, transmission 
and deletion of personal data. Nevertheless 

-
-

tion is the 2017 Cybersecurity Law

restrictions to personal data transfer outside 
China (DLA Piper, 2017).

-
tors complete collaboration in terms of moni-

keeping a record of personal user information 

example, email and Internet service providers 
-

formation, e-mail addresses, domain names 
users have accessed, content published and 
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2012).
Internet cafes have also become a moni-

toring tool for the Chinese authorities. These 

and record user information and complete 
session logs. In Tibet, moreover, Internet ca-
fés have been ordered to install surveillance 

of user information and activities is carried 

companies, such as China Mobile Communi-

-

(ONI, 2012).
In order to increase its control on its citi-

-
ment amended the 1988 Law on Guarding 
State Secrets. According to the amendment 

-

the Internet, the companies must maintain 
and disclose their records to the relevant 

-
mission of the leaked information. Due to the 

been used to target journalists, activists, and 

-

-
plementing at least since 2006 its Golden 
Shield Project

-

scannable computer chips and photos, obli-

online accounts and in internet café are all 
-

timated that there are around 30 millions se-

-
berattacks originating from China have been 

conducted against human rights groups, civil 

(ONI, 2012). 
In addition, Citizen Lab has uncovered 

evidence that China is also a customer of the 
-

vices and has purchased the PacketShaper 
-

In conclusion, this section offered a brief 

both democratic and authoritarian, make of 
personal data and information that can be co-
llected online in order to monitor and control, 

-
veillance strategies under the pretension of 

-

and thriving thanks to the current global si-

and internet services to provide personal data 

-
vernments.

3. MEXICAN LEGISLATION

The Freedom of the Net report categori-

-

legislation, the 2008 reform of article 16 of 

-

-
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-

and the people involved. Moreover, the use of 
-

The Federal Institute for Access to Public 
Information (based on the art. 15, 16 and 37, 
section III of the Federal Law on Transparency 
and Access to Governmental Public Informa-
tion 2006, and art. 28 and 64 of the Federal 
Institute Rules 2014) issued the Guidelines 

Information by Federal Public Administration 

-
-
-

litical opinion, religious or philosophical beliefs, 

The Federal Law on the Protection of Per-
sonal Data held by Private Parties 2010 par-
tially 

-

-
Personal sen-

sitive

“Personal data that concern the most pri-
vate sphere of the individual, or data that, if 

danger to the individual. In particular, data are 
-

formation on racial or ethnic origins, current 
and future health state, genetic information, 
religious, philosophical and moral beliefs, trade 
union membership, political opinions, sexual 

-

objectives of the data processing, the limita-
tions for data use and disclosure, the means 

procedures to communicate changes in the 

-
chanisms for unilateral regulations or agree-

-
cebook and Whatsapp: in their user contracts 
there is a clause stating that the user agrees 

-
fornia. In the latest Statement of Rights and 
Responsibilities th 

-

District of California or a state court located in 

the personal jurisdiction of such courts for the 

-

2.

With the aim to avoid the misuse of this 

resolution Right to Privacy in Digital Age 
of 18th December 2013, advises the States to 

-
-

communications, their interception and the 

-

-
dent oversight mechanism.

In addition to this resolution, the Joint De-

right to freedom of opinion and expression to-

Commission on Human Rights of 21st June 
2013, note that: 

-
mation under State control. This right includes 

2  The complete text is available at: https://www.facebook.com/legal/terms
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must disseminate, at least, information on the 

programs, on the entities in charge of imple-
menting and overseeing these programs: the 
procedures for the authorization, for the selec-
tion of objectives and for data management, as 

-

establish independent oversight mechanisms 
-

The General Law on Transparency and Ac-
cess to Public Information 2015 states in its 
article 70 that telecommunication companies 
must provide information for statistics purpo-
ses on the monitoring of private communica-
tions, on the access to the telecommunication 

-
-

tical information on surveillance monitoring 
-

Platform for Natio-
nal Transparency
three months.

The Guidelines for Collaboration on Secu-
rity and Justice 2015

-
se responsibilities for licensed companies 

-
ved in surveillance actions are under obliga-

-

report has been postponed from November 

on these operations are still not available.

-

1. Geolocalization in real time through 
mobile devices: the Federal Telecommunica-
tions and Broadcasting Law 2014 (art. 190, 

 Federal Code of Criminal Pro-
cedure 2016 (art. 303) and the Guidelines for 
Collaboration on Security and Justice

-

2. Monitoring of private communications: 
Political Constitution (art. 16) and the Federal 
Code of Criminal Procedure -
nitoring of private communications encom-

programs fruit of the technological evolution, 

-

-
The 

General Law to Prevent and Punish Crimes of 
Kidnapping 2016 (art. 24), the Federal Law 
against Organized Crime 2017 (art. 48-55), 
the Law on National Security 2005 (art. 33-
49), the 
2016 (art. 287).

communications: the Federal Telecommu-
nications and Broadcasting Law 2014 (art. 
190, section II): retention of telecommunica-

The agencies authorized to access and to 
monitor the data, under court order, are:

the Federal Code of Criminal Procedure, art. 
from 292 to 302. When investigation of a cri-

 the Law of Fe-
 (art. 48-55): in the cases in 

-
ple are espionage, sabotage, terrorism, rebe-
llion, treason, genocide, foreign interference 
in domestic affairs, actions against state 

-
tions, actions against diplomatic or counterin-

-
tion or damaging of strategic infrastructure.

3. The Center for Investigation and Na-
 the Law on National 

Security 2005 (art. 33) states that private 

The federal regulation establishes moreo-
ver that all metadata on communications, i.e. 

-
-

viders for 48 months (Federal Telecommuni-
cation and Broadcasting Law 2014, art. 190, 

the direct monitoring of personal communica-
tions and geolocalization in real time, opening 

-



ce (art. 190, sections I, II).
The regulation also enhances the survei-

llance mechanisms available to service provi-
-

articulate the rights of the citizens nor the 
mechanisms in place for their protection. This 
is a relevant omission that strengthens state 

dubious ethical and juridical conditions. Addi-
-
-

-
tematic fundamental rights violations, such 
as murder and disappearance of journalists 
(R3D, 2016b).

4. ILLEGAL SURVEILLANCE

-
tions have denounced that most of the state 

-

-

-
ganization Red en Defensa de los Derechos 
Digitales -
gital Rights) are an excellent example of these 

(R3D, 2016a), the organization evaluated the 
compliance of telecommunications compa-

-
-

data access3.

telecommunications companies present se-
rious shortcomings in their internal procedu-
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3 Privacy policy (1.1 Privacy policy and information available in Internet; 1.2 Privacy policy establishes what information 
can be collected and stored; 1.3 Data retention time restrictions in place; 1.4 Presence of public document on state procedure 
to data access; 1.5 Public document lists types of data that can be provided, legal requirements and conditions to data access; 
1.6 User notification when changes are made to the privacy policy). Judicial authorization (2.1 Prior judicial authorization is 
required to make public the document; 2.2 Public requirements and federal judicial court order is required to provide metada-
ta; 2.3 Requests have been rejected for not complying with legal requirements). User notification (3.1 Notification to affected 
user; 3.2 Public promotion of user notification mechanisms to public institutions). Transparency (4.1 Publication during the 
last year of transparency report; 4.2 Transparency report is available in Internet; 4.3 Presentation of the report to the Federal 
Institute of Telecommunications). Commitment against mass surveillance (5.1 Publication of judicial controversies due to 
illegal or disproportionate requests; 5.2 Publication of public stance in favor of human rights and privacy; 5.3 Existence of 
judicial actions or regulatory entities for user data protection; 5.4 Participation in any sectoral or multisectoral mechanism for 
human rights promotion, respect and protection). User right to personal data access (6.1 Data are provided on user request; 
6.2 Online format that is accessible and within time frame established by law).

Table 1. Privacy protection in Mexican telecommunications companies
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-

of big companies do not reach the 50% thres-
hold for desirable implemented actions.£

Movistar and Megacable) have implemented 

authorities. 

authorization for giving access to communica-

this permission in order to provide access to 

-
dicial authorization or rationale.

-

user data, thus respecting the national regu-

undertaken judicial actions to protect its 

have instead expressed in a public document 

protect them. In addition, it is relevant to hi-

personal data access, none of the companies 

R3D is called 
control. In this report, the organization reports 

actions. In 2013, telecommunications compa-

private communications. In 2014, 1165 re-

-
tored private communications and the data 

-

particular, there is a considerable mismatch 

-

to underline that the authorities have persis-

and disappearances related to freedom of 
expression issues (Veracruz, Chihuahua, Pue-
bla, Nuevo León, Tamaulipas). The case of 
Veracruz is exemplar: its ex-governor, Javier 
Duarte de Ochoa, ran abroad to escape from 

-
-

-
-

and to 802 in 2015. 
Other relevant data from the latest report 

-

-
ties are some local courts, the Electoral Insti-

-

Public Credit and the Secretariat of Commu-
nications and Transports (R3D, 2016b, p. 60).

Besides the monitoring of communica-

-
tities that submitted the highest number of 

-
-

of surveillance actions led to prosecution. 
In the case of Veracruz just 0.38% of these 
actions led to prosecution, and in Chiapas 

Zacatecas and Guerrero none of the survei-
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llance acts resulted in a prosecution (R3D, 
2016b, pp. 72-73).

The results of these investigations sug-

in Mexico are implemented inside a context 
-
-

-
llance actions do not lead to the prosecution 
of the citizens monitored. As the report The 
surveillance State -
thorities use surveillance tools against people 

-

-

-

sources leaked documents revealing that the 
Mexican secret services had paid $300 mi-

-

-
sations, store text messages, emails, search 

on the cameras and mobile phones of the 

FinFisher -

In 2015, a substantial document leak 
from the Hacking Team 

dedicated to designing and selling surveillan-

various Mexican state and federal agencies. 

-

601).
-
-

-
4

Calvillo and Luis Encarnación. These people 

-

-

-

A recent case that highlights the illegitima-
-

of 2017. Another Citizen Lab report revealed 

violation of human rights. The child monitored 
is the son of the journalist Carmen Aristegui, 

-

corruption acts, nepotism, the plagiarism of 

the alleged alcoholism of the ex-president Cal-
derón and the uncovering of an alleged child 

-
tt-Railton, et al, 2017b). 

Besides the illegal espionage against civil 
-

ther report highlighted that three politicians of 
Partido Acción Nacional, 

(Scott-Railton, et al, 2017c).

the international investigation group formed 
-

ppeared in 2014. These attempts at device 

-

report (Scott-Railton, et al, 2017d). Citizen Lab 

In addition to these cases, there have been 
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assassinated in 2015 for political reasons: 
-

-

in the defence of human rights. The murdered 

-

5. CONCLUSIONS

-
Freedom of Internet report 

and the situations described in the above 
section cast a light on the reasons behind 

-

surveillance against its citizens, in a context 

for illegitimate monitoring of private commu-

these actions do no lead to a prosecution. 

-
chers and members of the opposition parties.

In this state of legislative confusion and 
non compliance, the indiscriminate access 

-
-

authorities, thus neglecting the protection of 

The international context described in this 
-

of mass surveillance methods similar to those 
-

-

-

-

expand the scope of action of government 
and intelligence agencies in terms of data 

this state surveillance are often dissidents or 
-

against the targets mentioned. 

-

should be considered as undesirable in a de-

-

elements:
1. The creation of an independent orga-

-
rrent legislation.

2. The formulation of clear rules that en-
-

entities. Moreover, the publication of trans-

3. The establishment of special courts in 
charge of solving potential disputes.

4. The formulation of clear rules about 
-

-

6. The defense of the presumption of inno-

7. The explicit prohibition of espionage 

-
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